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1 Introduction

During the last decade, the interest in network traffic analyses has been constantly
growing. Companies have realized the importance of knowing the activities on their networks,
and have thus dedicated considerable resources to decipher network trends.

However, at first sight the amount of available network traffic data is overwhelming.
Companies with busy networks have several servers, which makes network analyses both
frustrating and time-consuming. Just looking at the log files of each individual server is
enough to take your breath away!

And the problems do not stop here, since many questions arise:

- How do you store the data?

- How do you process the data?

- How do you deal with security threats?

- How do you detect bottlenecks during peak traffic hours?
- How do you build and upgrade your data warehouse?

As you probably know, there is virtually no end to this list of questions. One answer is
frequently followed by ten new questions — or at least: that was the way it used to be! With
Unispeed Netlogger™, processing of network data is taken to a whole new ballgame.

The classic approach to log, analyse and decipher network traffic has lead to multiple software
installations and ad-ons to the network servers and a large increase of net-flows on the network.
This has lead to complicated network structures and overloaded servers, not to mention the vast
amount of software licenses that has to be maintained.

Basically, with Unispeed Netlogger you have access to the hole story in real-time, allowing you to
deep packet inspect your network traffic, aggregate data, determine traffic amounts and composition
and store data in one central place or hand on relevant data sets directly to business intelligence and
reporting suites. This will give you a thorough business overview and help your company to meet
future challenges.

This white paper will give you a brief introduction to the Unispeed Netlogger and how to benefit

from the wealth of information it provides. As you will learn, it is not difficult at all! And when you
have finished, you will have a whole new knowledge of the traffic on your network.
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2 What is Unispeed Netlogger™?

Before we go into details about the Netlogger™ box, we will present you with a quick
overview. This will help you to realize the many great features, which are directly usable in
your day-to-day routines.

Basically, Unispeed Netlogger is a passive Data retention sniffer, traffic analyser and data center,
which you mount on your network. The enterprise versions are designed for mounting in a standard
19" rack. The Netlogger receives data from a span/mirrored ports on routers or switches or network
traffic is copied by installing light splitters at relevant traffic junctions. Up to 8 x 1 GB ports or 2 x
10 GB collector interfaces is currently supported.

Netlogger light versions are designed for mobile or office needs. The box is completely
silent and can be supplied from battery power. The light versions are available with wireless
network cards and are typically capable of processing 100/200 Mbit/s.

The exact hardware configuration of the Netlogger™ box depends on the amount of traffic on
your network and your data processing demands. Before setting up the Netlogger device,
Unispeed (or a Unispeed partner) will discuss these issues with you.

Figure 2.1 demonstrates a normal set-up of the Netlogger.. Here, the Netlogge is
logging network traffic to a network attached storage, but this could also be done exclusively on the
Netlogger device, depending on the amount of data.

Sample Netlogger set-up
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Fig. 2.1: Normal set-up of the Netlogger™ probe.
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The different tasks the Netlogger™ box can perform depends on which tools are installed on
it. More than 40 tools are currently available. Exactly which tools are present on your
Netlogger™ box depends on which Netlogger™ solution you have purchased.

Data Base
Netlogger Internal or extemal ODBC lookup
- Data merged Into packet or record stream
Data retention Probe DNS, GEO Location, CRM, ect.

Analytic Module

v Data Base

look up Traffic Billing
Web analysis
Network analysis
Network security
GEO targeting
Real-time visualisation

/

Capture rate Capacity
2 X10GBASE
SR, XFP, LC, B50nm, SR or
LR, XFP, LC, 1310nm, LR.
10 Gbit/s line-speed on NICs
8 x 1 GBASE
Copper/ Fiber
1 Gbit/s Line speed on NICs

Header processing

Down Stream
Analytic Data services
processing Bussiness intell
Reporting

Data output and commands

PCAP / TCP - UDP / RTP
Extracted content logs
Triggering of network components
Data base inserts
Frontend visualisation

Netlogger Frontend g™

Probe management
Job execution

Monitoring

System Properties

/
Precise performance monitoring and Ingging/

Auto restart/recovery
of traffic composition and packet loss
User authentication
Userinterface - XML -RPC or blue Shield
Separate management and forward interfaces
S5L/SSH encrypted connectivity

HTTP, SMPT, POP 3, IMAP, IM, VOIP, DNS, DHCP,

Protocol Extractors
MNTF, ect.

Fig. 2.2: Netlogger™ data retention probe.

3 Unique features

There are several features build into the Netlogger that distinguish it from ordinary packet sniffers.
First of all the Netlogger is build on a Zero-copy subsystem called the Unispeed K-sniffer.

The ability to read packets from a network, filter and analyse the data without copying it makes the
Netlogger by far the fastest packet sniffer on the market with 8 x 1 Gbit/s or 10 GB/s duplex
configurations available.

As the Netlogger performs real-time extraction/parsing and filtering/analysis of the collected data it
is not limited by the speed the data can be written to memory. In fact the Netlogger can log to
several files and databases simultaneously.

The ability to collect and analyse data in one process also allows it to react on the data it captures in
real-time and change the configuration of firewalls and IPS as things are happening or even change
it's own configuration.

Secondly the Netlogger unlike most other packet sniffers can read data from almost all data sources
including raw-packet-files and log-files (netlogger format or common log files format).
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This feature enables the netlogger to perform post-processing and data-mining of files previously
stored, and even do this while it keeps sniffing the network.

Another valued feature of the Netlogger is the way it fully integrates data from data-bases or static
lookups and merges it into the data-stream. In this way it can join known information about
costumers or GEO- location data with real-time collected data. These lookups are cached in memory
to avoid slowdown arising from data-base performance.

4 Return on Investments

Having a NetloggerTM attached onto your network performing consolidated logging relieves
servers and routers from secondary logging funktions and can easily increase the network
performance by 10 to 15%.

Furthermore the easy access to logdata generated by a simple reconfiguration of the NetloggerTM,
facilitates that future needs for network analysis, business intelligence and security can be added to
the same platform without spending money on costly integration and software licences.

5 Netlogger Application Areas

The NetloggerTM box can be used for many different purposes. In the following we describe six
different areas, where the NetloggerTM is often applied. The NetloggerTM can, however, be
applied in

many other areas. Therefore we recommend that you discuss your exact requirements with
Unispeed (or a Unispeed partner) — then we will help you to find the solution, which is right for
your company.

5.1 Web Analysis and business intelligence

Good service has always been a key factor to succes. Today the costumer's perception of your

company starts even before you know the costumer, namely when he first meets your web site.
Most traditional web analysis is done by analysing historic data about costumer behavior. For
optimum service more an more companies are moving into real-time web optimization.

Unispeed Web analysis technology allows you to identify and track the costumer in real-time and
respond to his needs when he clicks through your web site

For extensive Business Intelligence solutions Unispeed has partnered with Targit. The Targit Suite
in combination with Unispeed data data collectors brings you fast and accessible business
intelligence for timely decision making.

Key features

Conversion rate The conversion rate is the key element for analyzing a successful advertising
campaign. In addition, it shows how effective specific search engines or partner sites are.
Transition: Discover how costumers clicks through your web site, analysing if the costumer meets
your succes criteria in the shortest way, where costumers tend to drop out and why.

Double coverage: Analyse the habit patterns of your costumers

Page entry: From where did the costumer enter your site, which affiliated sites or search engines
are generating more costumers.

Micro optimisation: real-time analyse how changes to the web site effects sales completion and a
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smooth conversion through you web site

Costumer profiling: React to costumers need geographically, bandwidth, screen resolution, return
rate of costumer

Availability: Alert maintenance and sales functions if server or network response time exceeds
desired limits (SMS, E-mail or sys log)

Unispeed NetloggerTM eliminates the need for tagging the web pages and the need for processing
vast amount of log files, thereby significantly increasing the performance and speed of both the
network and the analysis.

The following features are all readily available in the standard NetloggerTM

e Sniff all TCP & HTTP traffic on networks.

e Extract and reassemple HTTP traffic into streams of records, which describe client requests
and server responses.

e Detect if a given URL is a page.

e Trace clients by a combination of HTTP fields.

e Detect user preferences on a web site.

e Derive agent information from the agent string, including agent name, agent version and
client platform.

e Map client IP addresses to country, city, region.( GEO Targeting ).

e Map client IP addresses to second level domain names (e.g. “domain.com”).

e Measure bandwidth of clients in real-time.

e Aggregate data in user-defined forms — e.g. client IP country distribution per minute,

average server response time per hour, distribution of client agents per day etc.

e Aggregate data for click- stream analysis, transition and double coverage

e Generate statistics based on arguments in args or cookie

e Generate web log files.

e Log encrypted (ssl) traffic.

e Eliminate unwanted entries by applying custom filters on the data before it is written to log
files.

e Learn unique geographical information about your clients.

e Generate customized server responses based on client connection properties.

5.2 Traffic and Content Billing

Unispeed traffic and content billing solutions can help service providers capture new revenue
streams for a variety of high-value, high-margin content services. Installing a single NetloggerTM to
your network will enable you to make intelligent billing solutions based on any combination of
content, download time, volume and service.

Netlogger easily differentiates whether the traffic is inbound, outbound or internal and billing can be
differentiated for different users and services.

The NetloggerTM box makes it easy to create and deploy applications for billing and analytical
setups. Some common usages are:

e Per volume: Netlogger will track the costumers traffic volume aggregated over time.
Advanced rules like traffic direction, price differentiating with respect to peakhours,
maximum allowed band with or flat rate exceeds is easily configured into the Netlogger.
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e Per download: Netlogger will automatically identify whether the service is a downloaded
picture, video, game etc. and bill accordingly

e Per click: Netlogger will bill-back content providers for each time the costumer click
on an advertisement

e Quality of service: Netlogger can track the quality of each transmission with respect to
errors and retransmissions, thereby significantly improve costumer satisfaction, and even
alert maintenance and sales functions if server or network response time exceeds desired
limits (SMS, E-mail or sys log)

The billing options can easily be fully integrated with a variety of billing and CRM systems.
Other approaches might be:

e Calculate used kilobit levels on connections and place the results in databases for quick
billing.

e Different billing policies for different types of services (e.g. $X per E-mail or $X per KB,
etc.).

e Merge billing files with real-time files.

Key features

The NetloggerTM can be positioned on the network so as it receives a copy of all traffic flowing on
the network simultaneously, without creating additional traffic on the network itself. This logically
approach eliminates the risk of erroneous data arising from dublets and packets being dropped by
routers and other network equipment in high load situations.

The advanced functionalities build into the NetloggerTM traffic measurement tools easily
distinguish

between inbound, outbound and internal traffic and delivers precise billing information to the
accounting database.

5.3 Network Performance and optimisation

Unispeed Network performance and optimization solution can help service providers monitor the
traffic flow across their network

Traffic composition monitoring is a key factor in controlling the usage across your network. Using
deep packet inspection, Netlogger will provide you the most clear view of what is flowing through
your network.

Quality of service is best monitored from the costumer point of view. Netlogger is doing this by
checking each transmission for errors and retransmissions. It also monitors the response time and
the integrity of the content being transmitted from each of your web servers. Even when web
servers are responding erroneously or not responding at all, or your costumer leaves a page before it
is fully transmitted, Netlogger will log these events and give you a much more comprehensive
performance analysis than relying on server monitor logs only.

Optimize your network
Unispeed Netlogger gives you precise information of the traffic composition and load distribution
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on your network. Without installing a single piece of software onto your web servers you will be
able to enhance the performance and availability of your network and resources by analyzing traffic
patterns and server behavior - either in real-time, or from recorded data. This will allow you to
identify bottlenecks in the network topology, as well as faulty or overloaded equipment.

5.4

Analyse and real-time visualise traffic composition across the network

Deep packet inspect a number of protocols, including HTTP, DNS, FTP, SMTP, POP3,
IMAP, IM , Telnet and Syslog.

Direct policy enforcement server to prioritise or block undesired traffic based on layer 3 to 7
information or strings extracted from packet content

Determine and real-time visualise

o traffic amounts exchanged between servers.

o latency and server response

o traffic content composition

Build and upgrade of data warehouses.

Import of data from existing data sources (e.g. databases) to be used in network analysis.

Network Security

The Unispeed NetloggerTM is commonly used as last defence network security.

As illustrated by the "swiss cheese model" any network, no matter how well protected, is
susceptible to intrusion. Lots of systems such as IDS, IPS firewalls and anti virus programs
provide protection against known vulnerabilities.

B,
iy,
. »
B | Unispeed
il NetLogger
= ~ Anti Virus
L o

b " IPS/IDS

/ i
“ |
" Fire Wall

When an attack penetrates these systems there is however little chance that the source and effect of
the attack is discovered timely.
The Unispeed NetloggerTM

Constantly monitors the traffic composition on the network and initiates logging when
abnormalities are detected

Rule based detection of floods, DoS and DDoS, classified by origin, content and intensity
Detection of excessive streams of legitimate and expected type of traffic(service level
attacks )

Detection of which areas of a network is in trouble — allowing administrators to selectively
block out internet traffic.
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e or automatically direct firewall to block attacking IP- ranges for a time period
e Real-time email/sms notification system, so that when a security breach occurs,
administrators can react promptly.

5.5 Business critical data protection

Protecting your corporate data and intellectual properties is a vital task for any corporation linked to
the internet. No matter if data is leaked from the inside or your company is a victim of automated
scraping, Netlogger can help you

Intellectual Property protection

Netlogger can protect your documents and files from being mailed or uploaded to the internet.
Netlogger will generate hash key/checksum from intercepted files ( Video, pictures, documents etc.)
and compare the result with data bases listing the hash key/checksum for such sensitive files.
Furthermore the Netlogger can search for strings in the content or packet headers that would
indicate a undesired data transfer

Data Scraping

Scraping data from a web site is a growing problem for companies with on-line business, like travel
agencies, dating sites or on-line directories. Several airlines are using data scraping to automatically
compare their prices with competing carriers, making your own campaign ineffective.

If not protected any information that you post on your web site could easily be scraped and
available on a competitors site in a few minutes.

Since scraping by nature is accepted by your network as a legal action, your protective measures
will be unable to detect the malicious traffic. Adding to the damage arising from loss of data, many
scraping techniques whether distributed or not consume large amount of band with and cause
excessive delays for legitimate users. In consequence this could lead to unnecessary investments in
more band with and server capacity.

Unispeed Netlogger monitors your traffic without being detectable on the network. The advanced
rule based classifier distinguish normal traffic from scraping. Thresholds can be set to determine the
level and sort of countermeasures desirably for each attack. When values for these thresholds are
exceeded Netlogger will issue alarms and generate SNMP messages to block the malicious traffic.
No matter how your network is attacked, Netlogger will remain unaffected and enable you to
review the exact chain of events. This will enable you to refine the rule based classifier for even
more precise threat mitigation.

Corporate policy enforcement

Most companies have set policies for their employees use of their corporate network and external
connections, but very few have the equipment to control this traffic. Except from the large amount
of time some employees spend writing private mails, instant messages or surfing the Internet,
critical data and information could easily be disclosed via these channels. Furthermore certain web
sites contain material which most companies would have little interest in having their employees
viewing from their position at work.

One way to restrict this traffic is to block access to certain ports and services, however this method
is neither effective nor desirable Using the hash key / checksum method described above transfers of
undesired material can be disclosed (Child porn pictures, training manuals etc.).

Adding deep packet inspection to your outside lines will enable you to apply smart filters onto the
content level and disclose unauthorized access to your company's critical data or financial
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information or disclosure of such information.

When Netlogger intercepts a violation of your corporate policy it will retain a copy of the original
data flow to ensure the data is valid from a legal aspect.

5.6 Lawful interception and Call data retention

Unispeed has developed solutions for lawful interception since year 2000.

The Unispeed Blue Shield solution addresses telecommunication operators and internet service
providers with a legal requirement to deliver data to Law enforcement Agencies.

However more and more companies are introducing this capability as a part of their corporate
governance policy.

For more about this please refer to the Blue Shield documentation.
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